INSTALL A DOMAIN CONTROLLER BY
USING INSTALL FROM MEDIA (IFM)



Installing a Domain Controller by using IFM

- If you install AD DS on remote office, you will need
to copy the entire AD DS database and SYSVOL

folder to the new Domain Controller.

» This process must take place over a potentially
unreliable WAN link.

* As an alternative, and to significantly reduce the
amount of the traffic copied over the network...



#### Installing Additional Domain Controller in Windows Server 2012 using IFM
(installtion from media)....

1) create IFM copy on root dc....



-
- 2

Recyche Administrator: CAWindows\system32\cmd.exe - ntdsutil
Microsoft Windows [Version 6.2.9200]

(c) 2012 Microsoft Corporation. All rights reserved.

- -

lC : \Users\Administrator>ntdsutil
Mintdsutil: activate instance ntds
Deploynlictive instance set to "ntds”.
ntdsutil: 1fm

ifm: help

? Show this help information
Create Full %s - Create IFM media for a full AD DC or an AD/LDS instance into folder Y%s
Create Full NoDefrag %s Create IFM media without defragmenting for a full AD DC or an AD/LDS instance
into folder %s

Create RODC ¥%s Create IFM media for a Read-only DC into folder s

Create Sysvol Full %s Crea®: IFM media with SYSVOL for a full AD DC into folder Y%s
%r?ito Sysvol Full NoDefrag %s - Create IFM media with SYSVOL and without defragmenting for a full AD DC into
older As

Create Sysvol RODC %s - Create IFM media with SYSVOL for a Read-only DC into folder %s
Help Show this help information

Quit Return to the prior menu

ifm: Create Sysvol Full c:\IFM

Creating snapshot

88 Windows Server 2012

Windows Server 2012 Datacenter Evaluation
Windows License valid for 171 days




=
o= Mark Administrator: C \Wmdows\system32\cmd exe - ntdsutil |=|aix

Fopvlnq s \IFMASYSVOL \mylab.com\Policies
Copying c:\IFM\SYSVOL\mylab.com\Policies\{31B2F340-016D-11D2-945F-00C04FB984F9]
Copving c:\IFM\SYSVOL\mylab.com\Policies\{31B2F346-016D-11D2-945F-00C04FB984F9)\GPT . INI
BMCopving c:\IFM\SYSVOL\mylab.com\Policies\{31B2F340-016D-11D2-945F-00CO&4FBI84F9) \MACHINE
MCopving c:\IFM\SYSVOL\mylab.com\Policies\{31B2F340-016D-11D2-945F-00C04FB984F9) \MACHINE\Microsoft
Copying c:\IFM\SYSVYOL\mylab.com\Policies\{31B2F340-016D-1102-945F-00C04FB984F9} \MACHINE\Microsoft\Windows
Copying c:\IFM\SYSVOL\mylab.com\Policies\(31B2F340-016D-11D2-945F-00C04FB984F9) \MACHINE\Microsof t\Windows
eckEdit
copving c: \IFM\SYSYOL \myvlab.com\Policies\{31B2F340-016D-1102-945F-00C04FB984F9) \MACHINE\Microsoft\Windows NT\S
ecEdi1t\GptTmpl.inf
Copving c:\IFM\SYSVOL\mylab.com\Policies\{31B2F340-016D-11D2-945F-00C04FB984F9} \HACHINE\Registrv.pol
Fuuylng c: \IFM\SYSVOL\mylab.com\Policies\{31B2F340-016D-11D2-945F-00C04FB984F9) \USER
c: \IFM\SYSVOL\mylab.com\Policies\{6AC1/86C-016F-11D2-945F-00C04fB984F9)
c: \IFM\SYSVOL\mylab.com\Policies\(6AC1786C-016F-11D2-945F-00CO4FBIBLFII\GPT . IN]
c: \IFM\SYSVOL\mylab.com\Policies\[6AC1786C-016F-11D2-945F-00C04FB984F9) \MACHINE
c: \IFM\SYSVYOL\mylab.com\Policies\{6AC1786C-016F-11D02-945F-00C04fB984F9} \HACHINE\Microsoft
c: \IFM\SYSVYOL\mylab.com\Policies\{6AC1786C-016F-11D2-945F-00C04fBI984F9) \MACHINE\Microsoft\Windows NT
c: \IFM\SYSVOL \mylab.com\Policies\{6AC1786C-016F-11D2-945F-00C04fB984F9 ) \MACHINE\Microsof t\Hindows NT\S

5 c: \IFM\SYSVOL\mylab.com\Policies\{6AC1786C-016F-11D2-945F-00CO4FBISLAFI) \MACHINE\Microsoft\Windows NT\S
ecEdit\GptTmpl.inf

Copving c:\IFM\SYSVOL\mylab.com\Policies\{6AC1786C-016F-11D2-945F-00C04fB984F9}\USER

Copying L:\IFM\SVSVUl\myldh com\scripts

Snapshot [5039baal-864d-4178-819f-1171ef223dlcb] unmounted.

[FH media mﬂngod successfully in c:\IFH

1fm:




Home Share View

(€ v 1 [l » Computer » LocalDisk(C) » IFM »

v o

Search IFM

-

W Favorites Name
B Desktop U hctve D
8 Downloads U registry

Date modified

10/30/2012 &:55 AM
103072012 &55 AM

Size: 260 MB

% Recent places JsvovoL | ot crested T0BGR0TZESS AM szouwz pi

Files: ntds.dit

Type

File folder
File folder
File folder



Home  Share View

R CD Drive (D) Virtual

(€)= 1|4 » Network » 172171121 » <§ » v ¢ | Searchcs P
I Desitop 35AM  Filefolder |
§ Downloads /282012 1244 AM  File folder
. Recent places H0/21/2012 1255 ..  Fille folder

/26012 105AM  File folder
A Libranes W0/21/200212:53 .. File folder
7 Documents 10/30/2012802AM  File folder
o) Music
B
B videos
/N Computer
i Local Disk (C:)




Home Share View Manage b g ‘
) - 1 [I. » Computer » Local Disk (C:) » v | | SesrchLocal Disk (C) o |
o Favories Name = Date modified Type Size
I Desktop ). Perflogs 7/28/2012 12244 AM  File foider
8 Downloads ). Program Files 10/21/2012 12:55 ..,  File folder
. Recent places . Program Files (x36) TRE&A0121:05AM  File folder
. Users 10/30/2012 2:47 AM  File folder
w4 Libraries b Windows 10/30/2012 8:51 AM  File folder
‘3‘1 Documents
o Music
g Pictures View >
Videos |
iSutl:y ’
! Gfmp »
M Computer L
e Local Disk (C2) | Refemh
¥ CD Drive (D7) Virtual | Page |
Padth shorteut
S Network Share with ,
i New »
 Properties




Server Manager

WELCOME TO SERVER MANAGER
i1 Dashboard

i Local Server o
i Al Servers '

8§ File and Storage Services b
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Before you begin

Instaliation Type
Server Selection

DESTINATION SERVER
2K12-38v

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as shanng documents, or
hosting a website.

To remove roles, role senices, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the foliowing tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update 2re instalied

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps. and then run the wizard again,

To continue, click Next.

[[] Skip this page by default



Select installation type By
8efore You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

Sarver Salection ® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

' Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

[<Previous | [ tga> | | oot | [ Concel |




DESTINATION SERVER

Select destination server 202,530
8efore You Begin Select a server or a virtual hard disk on which to install roles and features.
instafiation Type (@ Select a server from the server pool
() Select a virtual hard disk
Server Roles Server Pool
Faaturss
Filter: [ ]
Name IP Address Operating System

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown. h

[ <m] l Next > I ’ mstall |




Select server roles

gefore You Begin

Installation Type

Server Selection
ST

Features

AD DS

Confirmation

Select one or more roles to install on the sefected server,
Roles

‘ ] Active Directory Certificate Services

At

[T Active Directory Federation Services
[T Active Directory Lightweight Directory Services
[] Active Directory Rights Mamgenkt Services
(] Apptication Server
"] DHCP Server
[C] DNS Server
7] Fax Server
b [m] File And Storage Services (installed
[ Hyper-v
[] Network Policy and Access Services
(7] Print and Document Services
[T] Remote Access
] Remote Desktop Services

3]

<]

DESTINATION SERVER
2€12.5RY

Description

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators, AD DS
uses domain controllers to give
network users access to permitted
resources anywhere on the network
through a single logon process.

| <Previous | | Net> | |

[ concel |

Install




Confirm installation selections

Before You Begin To install the following roles, role services, or features on selected server, click Install,

Installation Type [[] Restart the destination server automatically if required

Server Selection Optional features {such as administration tools) might be displayed on this page because they have
Soles been selected automatically. If you do not want to install these optional features, click Previous to clear
Server Role their check boxes.

Features
AD DS Active Directory Domain Services
S e
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center h
AD DS Snap-ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

[ Net>




Installation progress

View installation progress

@ starting mstallation

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools

T

AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings

< Previous | Next > Install

DESTINATION SERVER
2K12.58V

Cancel




Installation progress SETINATION SERVER

2K12.5RY

View installation progress

o Feature instaliation

Configuration required. instalisbon succeeded on 2K12-SRV.

Active Directory Do&\ Services
Additional steps are required to make this machine a domain controller,
Promote this server to a domain controlier

Group Policy Management \
Remote Server Administration Tools

Role Administration Tools .
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-ins and Command-Line Tools

1>

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

'<Prtw0\.5 Next > . | Cancel




Deployment Configuration TARGET SERVER

2K12-SRV

Select the deployment operation

i®) Add a domain controller to an existing domain
() Add & new domain to an existing forest
() Add a new forest

Specify the domain information for this operation

= el ——
Supply the credentials to perform this operation
<No credentials provided > E

More about deployment configurations

| < Previous Next » Install ]l Cancel I




Deployment Configuration s o

Credentials for deployment operation
Supply credentials for the deployment operation

| administrater@nfylab.com

- -

l More about deployment configurations

< Previous | | Next > | instal Cancel
l _Nea> | | | [_concet |




Deployment Configuration

B ... cenioment opmtion

Domain Controfier Options _ o )
@ Add & domain controller to an existing domain

Additicnal Options () Add a new domain to an existing forest
Paths O Add a new forest

Review Cpiions

Specify the domain information for this operation
Frarequianes Chece

Domain: mylab.com

Supply the credentials to perform this operation
administrator@mylab.com

More about deployment configurations

| < Previous | %) l Install Il Cancel I




Domain Controller Options

Deployment Configuration |
[ Doman Controler Optiors|
DNS Options
Additional Options
Paths
Revisw Options
Prerequisites Check

Specify domain controller capabilites and site information

[v?] Domain Name System (DNS) server
(V] Global Catalog (GC)
[] Read only domain controller (RODC)

Site name [p.h it-First-Site-Name

Type the Directory Senvices Restore Mode (DSRM) password
Password: ssscsnne
Confirm password: 00000004

More about domain controller options

TARGET SERVER
2K12-SRV

l < Previous l | Next > I lrstall

[ Conce |




DNS Options iz shy

| A A delegation for this DNS server cannot be created because the authontative parent zone cannot be found... Show more X

Deploymant Configuration
g g Specify DNS delegation options
Domain Controller Options

[ onsopions [

Additional Options
Faths

Review Options
Prarequisites Chack

More about DNS delegation

[ < Previous | | lh}é_l nstall | | Cancel |




Additional Options sy

Specify Install From Media (IFM) Options
[V Install from media

Speciy additional repbclgon options
Rephcate from:  Any domain controller I v

More about additional options

| < Previous Next > Install ]l Cancel '



Additional Options 2K12-SRV

pioyment Configuration
DNpIymE oy Specify Install From Media (IFM) Options

Install from media
Patn:

Domain Controlier Cptions
DNS Options

Paths Specify additional replication options
Revictw Opbions Replicate from: | 2K12-DCmylab.com
Prerequisites Check

More about additonal options

l&mll Nm:a] Install !I Cancel l




PathS TARGET SERVER

2K12-5RV

Daployment Configuration . )

Specify the location of the AD DS database, log files, and SYSVOL
Domain Controller Options

Database folder: CAWindows\NTDS =]

DMNS Options
Log files folder: C\Windows\NTDS [=]
N ional OO

Additional Options SYEVOL folder: CAWindows\SYSVOL I:l

Revisw Dptions
Prerequisites Check

More about Actve Dwectory paths

[ < Previous | [ Next> | nstall | [ Cancel |




Review Options

Deployment Configuration |

Domain Controller Options |
DNS Options

Additional Options

Fatns

Prerequisites Check

TARGET SERVER
2K12-SRV
Review your selections:
Global catalog: Yes had
DNS Server: Yes
Update DNS Delegation: No
Database folder: C:\Windows\NTDS =
Log file folder: CAWindows\NTDS
SYSVOL foider C\Windows\SYSVOL
The DNS Server service will be configured on this computer,

This computer will be configured to use this DNS sarver 25 its preferrad DNS server,

These settings can be exported to a Windows PowerShell script to automate
additional installations B

More about instailation options

| <Previous | | Next> | stall | | Cancel |




Prerequisites Check 2 sy

Prerequisites need to be validated before Active Directory Doman Services is installed on this
computer

Venfying prerequisites for domain controlier operation...
A View results k

A ¥ you click Install the server automatically reboots at the end of the promotion operation.

More about prerequisites

:\ < Previous Next » Install I l Cancel I




T TARGET SERVER
Prerequisites Check 2K12-SRV
LQ All prerequisite checks passed successfully, Click 'Install’ to begin installation. Show more X ]

eployment Configuration
Supioy g Prerequisites need to be validated before Active Directory Domain Services is instalied on this
Domain Controller Options | computer

DNS Options Rerun prerequisites check
Additional Options
Review Options A Windows Server 2012 domain controliers have a default for the secunty setting named  ~
*Allow cryptography slgorithms compatible with Windows NT 4.0 that prevents weaker
BEEEEINETI o0 ot when ssbiinng securty chamne sessions

For more information about this setting, see Knowledge Base article 942564 (http/ s
go.microsoft.com/fwlink/7Linkld = 104751),

& Adelegation for this DNS server cannot be creasted because the suthoritative parent
zone cannat be found or it does not run Windows DNS server, if you are integrating
with an exssting DNS infrastructure, you should manually create a delegation to this 2y
DNS server in the parent zone to ensure reliable name resolution from outside the |
domain “mylab.com”. Otherwise, no action is required. v|

A, ¥ you click Install the server automatically reboots at the end of the promotion operation.

Maore about prerequisitas

|<m|| Next > bm “ Cancel |




Installation

Progress
Checking domain upgrade status
A View detailed operation results k

A Windows Server 2012 domain controllers have a default for the secunity setting named
"Allow cryptography algorithms compatibile with Windows NT 40" that prevents weaker

cryptography algorithms when establishing sacurity channe! sessions.

For more information about this setting, see Knowledge Base article 942564 (httpy/
go.microsoft.com/fwlink/?Linkid = 104751),

More about installation options

l < Previous




- TARGET SERVER
Installation K125V

Progress
Waiting for DNS installation to finish
A View detailed operation results
A\ Windows Sarver 2012 domain controllers have a default for the secunty setting named
“Allow cryptography algonthms compatible with Windows NT 40" that prevents weaker

For more information about this setting see Xnowledge Base article 942564 (httpy/
go.microsoft.com/fwlink/?Linkid = 104751).

_ A A deiegation for this DNS server cannot be created because the authoritative parent zone
cannot be found or it does not run Windows DNS secver. if you are integrating wath an
existing DNS infrastructure. you should manually creste a delegation 1o this DNS server in
the parent zone to ensure relable name resolution from outside the domam "mylab.com®,

Otherwise, no action is required,

More about installation options

[ < Previous | [ Next > { Install Cancel




Installation

Progress
Changing domain membership of this computer...
A View detailed operation results

A, Windows Server 2012 domain controllers have a defauit for the secunity setting named
*“Allow cryptography slgorithms compatible with Windows NT 4.0" that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more mformation about this setting, see Knowledge Base article 942564 (hitp//
go.microsoft.comy/fwdink/?Linkid = 104751).

A delegation for this DNS server cannot be created because the authoritative parent zone
cannot be found or it does not run Windows DNS server. If you are integrating with an
exsting DNS infrastructure, you should manually create a delegation to this DNS server in
the parent zone to ensure reliable name resolution from outside the domain “mylab.com®,
Otherwize. no action is required.

More about instailation options




A TARGET SERVER
Installation 2K12-SRV

| Progress
Stopping service NETLOGON

~ View detailed operation results

A Windows Server 2012 domam controliers have a default for the security setting named
“Allow cryptography algonthms compatible with Windows NT 4.0" that prevents weaker
cryptography algorithms when establishing security channe! sessions.

For more information about this setting, see Knowledge Base article 942564 (http/

— g0 microsaft.com/fwink/TLinkid = 104751).
' A\ A deiegation for this DNS server cannot be created because the authontative parent zone

cannot be found or it does not run Windows DNS secver., if you are integrating with an
existing DNS infrastructure, you should manually create 3 delegation to this DNS server in
the parent zone to ensure reliable name resolution from outside the domain "mylab.com”,
Otherwise, no action is required.

More about installation options

| <Peviows | [ Net> | | sl | [ Cancel
=



Installation

TARGET SERVER
2K12-SRV

Progress
Replicated the critical objects in the domain container.
A View detailed operation results
A, Windows Server 2012 doman controllers have a default for the secunity setting named

*Allow cryptography algorithms compatible with Windows NT 40" that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http//
go.microsaft.com/fwlink/?Linkld=104751).

— A A dejegation for this DNS server cannot be created because the authoritative parent zone

cannot be found or it does not run Windows DNS server. If you are ntegrabing with an
existing DNS infrastructure, you should manually create a delegation to this DNS server in
the parent zone to ensure reliable name resolution from outside the domain “mylab.com®,
Otherwise no action is required,

More about instaliation options

< Previous Next > EA Install | Cancel




Results

Progress
Configuring the DNS Server service on this computer..
A View detailed operation results

A, Windows Server 2012 domain controllers have a default for the security setting named
*Allow cryptography algorithms compatible with Windows NT 4.0° that prevents weaker

cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (httpy/
go.microsoft.com/fwlink/?Linkld=104751),

A delegation for this DNS server cannot be created because the authoritative parent zone
cannot be found or it does not run Windows DNS server. If you are integrating with an
existing DNS infrastructure. you should manuaily create a delegation to this DNS server in
the parent zone to ensure reliable name resolution from outside the domain “mylab.com”,
Otherwise, no action is required,

A ¥ you close this wizard, the installation will continue and the target server will restart when the
installation is complete.

More about resuits







